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A Short History of Data Protection Law



• 1970s

• Secretary’s Advisory Committee on Automated 

Personal Data Systems at the US Department of 
Health, Education and Welfare (1972)


• Data protection law in Hesse (1970); Sweden 
(1973); Rhineland-Palatinate (1974); Germany 
(1977); France (1978)


• Many of these laws were concerned with 
government-run databanks.

History of Data Protection
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• The French law in particular went beyond some independent regulator 
supervising data processing to include data rights.

Data rights
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• OECD: Guidelines on international policy on the protection of privacy and 
transborder flows of personal data (1980)


• Council of Europe: Convention 108 (1981)


• European Union: Data Protection Directive 1995; Article 7 and 8 of the Charter 
of Fundamental Rights (2000/2009); General Data Protection Regulation 2016


• Now: Over 150 countries with some form of privacy law

International Instruments

@mikarv



• Text of the GDPR http://data.europa.eu/eli/reg/2016/679/oj 


• Recitals and Articles


• Also other laws (Law Enforcement Directive; ePrivacy Directive; national implementations)


• Case law

• European Court of Justice


• National courts


• European Court of Human Rights (and European Convention on Human Rights)


• Guidance

• European Data Protection Board (EDPB)


• National Regulators

How to read (European) privacy law
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Structure of Data Protection Law and Enforcement
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GDPR 

EU Regulation, applies without 
being put in national law.

Court of Justice 
of the EU (CJEU)

National 
hierarchy of 

courts

Data 
protection 
regulator

Can (sometimes 
must) pause 
proceedings to ask 
question when EU 
law not clear.


Case resumes when 
answered.

Decisions (e.g. fines) of a data 
protection regulator can be 
appealed to national court

Judgements of the CJEU

(And judgements of national higher courts 
bind lower ones in common law systems)

Individuals
Can complain

Can go directly 
to courtNational data protection law 


Contextualises the GDPR

Sources of Law

Sources of “Soft” Law

Guidance from regulators

National or collaborative across EU, e.g. EDPB

e.g. Supreme Court

Appeal

Appeal



–Johnny Appleseed

“Type a quote here.” 



Data Protection ≠ Privacy

Charter of Fundamental Rights of the European Union

@mikarv

<K 1�� )�� �� *������ )�������`

������� A
/������ ��� ������� ��� ������ ����

"������� ��� ��� ����� �� ������� ��� ��� �� ��� ������� ��� ������ ����N ����
��� ��������������K

������� B
-��������� �� �������� ����

;K "������� ��� ��� ����� �� ��� ���������� �� �������� ���� ����������
��� �� ���K

<K 0��� ���� ���� �� ��������� ������ ��� �����®�� �������� ��� �� ���
����� �� ��� ������� �� ��� ������ ��������� �� ���� ����� ����������
����� ���� ���� �� ���K "������� ��� ��� ����� �� ������ �� ���� �����
��� ���� ��������� ���������� ��� �� ���N ��� ��� ����� �� ���� �� ���F
��®��K

=K  ��������� ���� ����� ����� ����� �� ���
��� �� ������� �� �� ����F
������� ���������K

#����� <K;KM �������� A ��� BN  ������ �� #���������� /�����

�� �������� �� ������ ��� �� �� �������� �� �������� ���� ����K &� ����� ���� ������ ����
����� �� ���� �� ������ ��� ���� �������� ����� ����� ����������� ����� �� ���� ���F
������� ���� ������� �������K 0�N ���� �� ��_
1��� ������ ��� ��� ���� ��� �� �������N ��� �� �� ��� 
��� � ������������� ���������

�� R��������SK $����� )³���� `�� ����������N ��� ����� �� %����aN #����� ��� 0�����
���� ����� ��� ®��� �� ������� ���� �� ��� ���� �� ���� ���������� ���� �� ���
;CA8�K 1��  ������ �� "����� ���������� ��� ������ ���� � �������� ��� �����
��  ��������� ;8BN<CB ����� ������ �� ����� ����������� �� ���� ��������� ������
��� ����� �� ��� ���� ���� ���� ���������� ��� ������������� ����K<CC  ��������� ;8B
��� �������� ���� ���
��� �� �������������N �������� ����H��� ��� ���H�������� ��
"������� ��� ����� ���� �� ��������� �� ���� ������K=88

!��� ����������N ������� �� � ������ �� �������N=8; �� ����������� ��������� �������N
� ����� �������� ���� ������� ��� ����� ����������� ������N �� ��������� ��������� ��F

<CB  ��������� ��� ��� -��������� �� &���������� ���� ������ �� ��������� -��������� �� -������� !���
`������ ��� ��������� <B '������ ;CB;N ������� ���� ����� ; ,������ ;CB?a ;8B "10K

<CC 0�� ��������� $���°��� #����� `� <C?aK
=88 -������� �������� ��� ��������� ��� ���-����������� &�������������� ������ �����������-���������

�� -������� !��� `������ ��� ��������� ;8 ,������ <8;Ba <<B  "10K
=8; ���� �� ���� ���� ��� ��� ����� �� ������� ��� ������� ���� ���� ��� ������ ������� ������������� �������N

��� ������ ���� ����� �������N ���� �� �������� ��� �������� ������ �� ������ ��� �����K

B@



@mikarv

Definitions, Principles and Rights in Data Protection 
Law



• Data controllers determine the purposes and means of the 
processing of personal data. Defined by what they do, not by a 
contractual decision.


• Data subjects are identified or identifiable natural persons to 
whom any information relate.


• Data processors: do what they are told by controllers.

Data controllers, data subjects, data processors

@mikarv



• Personal data: any information relating to an identified or identifiable natural 
person.


• Processing is broad!


• [A]ny operation or set of operations which is performed on personal data or on sets of 
personal data, whether or not by automated means, such as collection, recording, 
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction (art 4(2))

Personal data and data processing

@mikarv



• Territorial scope: wide

• Any organisation in the world processing personal data of European 

residents.


• Any organisation in Europe processing personal data of any natural person.


• Material scope: personal data

• Not synonymous with the American term Personally Identifying Information 

(PII).


• Also data that indirectly can identify you with other data that is reasonably 
available to other people or organisations in the world. 


• Smart meter data; hashed MAC addresses; location traces; browser 
fingerprints.


• Exemption for “household” purposes (but narrow, see CJEU in Lindqvist)

Scope of the law
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• processed lawfully, fairly and in a transparent manner in relation to the data 
subject (‘lawfulness, fairness and transparency’); 


• collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes […] (‘purpose 
limitation’); 


• adequate, relevant and limited to what is necessary in relation to the purposes 
for which they are processed (‘data minimisation’); 


• accurate and, where necessary, kept up to date […] (‘accuracy’);


• kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data are processed […] 
(‘storage limitation’); 


• processed in a manner that ensures appropriate security […] (‘integrity and 
confidentiality’). 


• The controller shall be responsible for, and be able to demonstrate compliance 
[…] (‘accountability’)

Principle-based regulation

GDPR art 5. @mikarv



• Consent for a specific purpose


• Must be as easy to withdraw as to give, disaggregated and not 
“bundled” up. See art 7 for conditions.


• Processing is necessary for:


• the performance of a contract


• legitimate interests of the controller/another, balanced against 
those of the data subject


• vital interests (largely about life in peril)


• legal obligation (specific industries e.g. finance)


• task in the public interest/official authority  (e.g. tax fraud 
detection)

Legal bases for processing personal data

GDPR art 6. @mikarv



• Right to be informed


• Right of access


• Right to data portability


• Right to rectify data


• Right of erasure


• Right to object to processing


• Right to restrict processing


• Right not to be subject to automated decision-making


• Rights to lodge a complaint; to a judicial remedy against 
a DPA or controller/processor

Data protection rights

@mikarv
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Zoom in: Cases around personal data
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personal data is any information relating to an identified or identifiable natural 
person.



Broad definition of personal data I

Case C-101/01 Lindqvist EU:C:2003:596

@mikarv

• Bodil Lindqvist worked in a church in the south 
of Sweden. She was learning HTML and set up a 
personal webpage.


• She wrote a humorous page listing bios of her 
18 colleagues (without asking them), including 
that one had a small foot injury. When she 
learned some colleagues did not appreciate 
them, she removed them.


• The Swedish public prosecutor brought criminal 
proceedings for not informing the Swedish DPA 
and processing sensitive data (medical injury). 
The proceedings were stayed in a CJEU referral.



Broad definition of personal data I

Case C-101/01 Lindqvist EU:C:2003:596

@mikarv

• CJEU:


• the act of referring, on an internet page, to various 
persons and identifying them by name or by other 
means, for instance by giving their telephone 
number or information regarding their working 
conditions and hobbies, constitutes the processing 
of personal data wholly or partly by automatic 
means


• Such processing of personal data is not covered by 
any of the exceptions in Article 3(2) of Directive 
95/46. (i.e. it is not “carried out by a natural person in 
the course of a purely personal or household activity”)



• Activist Patrick Breyer visited German federal sites who stored 
his (dynamic) IP address for the purposes of stopping DDoS 
attacks. He objected to the retention of this data.


• Static IP addresses identify a computer; are clearly PD (already 
determined in Scarlet Extended.) Identified natural persons.


• Dynamic IP addresses however change regularly, and need 
information to link to a subscriber (e.g. held by an ISP). 
Identifiable?


• The Court found that it may not be “reasonably likely” if 
connecting these data were prohibited by law. In this case, it 
was not, and as such, Breyer’s PD was being processed.

Broad definition of personal data II

Case C-582/14 Breyer ECLI:EU:C:2016:779
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• Peter Nowak wished to use the right of access to have a 
copy of his annotated exam script.


• Recall that personal data is any information relating to an 
identified or identifiable natural person.


• Court held that the written content and comments were 
personal data under this provision.


• “Relates to” considered by the Court “by reason of its 
content, purpose or effect”. Opinions can be personal data 


• although they may relate to more than one person which can cause 
trouble

Broad definition of personal data III

Case C-434/16 Nowak ECLI:EU:C:2017:994
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• Sometimes, establishing identifiability in a specific case 
might be hard. Two UK cases illustrate this:


• Cookie data in Vidal-Hall v Google Inc [2015] EWCA Civ 311.


• Facial recognition data in R (on the application of Edward Bridges) v The 
Chief Constable of South Wales Police and Secretary of State for the 
Home Department [2019] EWHC 2341 (Admin) (and the successful 
subsequent appeal).


• Courts in the UK sympathetic towards looking whether the 
purpose of a system (or business model) is to individuate 
people.


• Consequences for PETs?

Identifiability to individuation

Bridges and Vidal-Hall
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Online Tracking and the Law



• In the early 90s, the Web was ‘stateless’ — it had no memory of its visitors.


• Cookies were invented to solve this problem: they are simply text placed on 
your browser by a web server that a server can look at later.

A short history of Web tracking

@mikarv

First proposal for state management on the 
web (Apr. 18, 1995)



• In the early days of the Web, all 
content on a webpage came from the 
same server.


• An early, popular browser, Netscape 
Navigator, introduced the function of 
rendering two webpages in a single 
browsing window in 1996 (frames).


• This created a problem: could the 
second website access the cookies the 
first had laid?

Webpage complexity grows
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• The solution — the Same Origin Policy. 


• Cookies only accessible by servers that share features 
(particularly the domain) of the one that laid them.


• A user visiting ucl.ac.uk should expect only ucl.ac.uk cookies 
to be read — not kcl.ac.uk cookies.

The same origin policy

@mikarv
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• Didn’t fix the problem for long:


• Websites started calling many distinct servers. Used to be 1, now 100s — 
because a website would instruct your computer to query many domains.


• These many domains collaborate to share information about users’ Web 
usage and more — called Cookie Syncing.


• Google calls home with unique identifiers for at least 28% of all 
web page loads, while Facebook does the same for approximately 
15%. The proportion is significantly higher in certain sectors, such 
as news, compared to others, such as banking.*


• Collaboration between trackers means that even under 
conservative estimates, 53 firms observe more than 91% of users’ 
browsing behaviour.**

Crafty workarounds

*Arjaldo Karaj and others, ‘WhoTracks.Me: Shedding Light on the Opaque World of Online Tracking’ [2018] arXiv:180408959, 8; 

** Muhammad Ahmad Bashir and Christo Wilson, ‘Diffusion of User Tracking Data in the Online Advertising Ecosystem’ (2018) 2018 Proceedings on Privacy Enhancing Technologies 85. @mikarv



• Users have more ability to control the Web, through browsers. 
For apps, they have almost none.


• One recent study identified 2,121 separate advertising 
tracking services in apps in the Android ecosystem, which can 
be grouped by ownership into approximately 292 parent 
organisations.* 


• Another study found that 88.4% of apps contained a tracker 
owned by Alphabet (Google), 42.6% by Facebook, 33.9% by 
Twitter, 26.3% by Verizon and 22.2% by Microsoft. 30% of 
News apps, 28% of Family apps, and 25% of Gaming & 
Entertainment apps contain trackers from more than ten 
distinct tracker companies.**

Apps are pretty bad

*Abbas Razaghpanah and others, ‘Apps, Trackers, Privacy, and Regulators: A Global Study of the Mobile Tracking Ecosystem’ (2018) 13–14 <http://eprints.networks.imdea.org/1744/>; **Reuben Binns and others, ‘Third Party Tracking in the Mobile Ecosystem’, Proceedings of the 
10th ACM Conference on Web Science (ACM 2018) 27 @mikarv



• VICE reported this November that the US military is buying 
location data harvested from trackers in apps, including a 
Quar’an and prayer time app downloaded by 98m Muslims 
around the world; a Craigslist searching app and a spirit 
level app designed to help with fitting furniture.


• One of the vendors, X-Mode, has also demonstrated how its 
data can be used to follow where people in COVID-19 
hotspots travelled to after potentially exposing one another 
to the coronavirus.

This data isn’t just used for advertising

https://www.vice.com/en/article/jgqm5x/us-military-location-data-xmode-locate-x @mikarv



But when they are used for ads, it’s pretty bad too.

@mikarv



Real-Time Bidding

From about 2010, automated auctions for your eyeballs.

Diagram: The Economist @mikarv



• Site


• URL of the site being 
visited


• Site category or topic


• Device


• Operating system


• Browser software and 
version


• Device manufacturer, 
model


• Mobile provider


• Screen dimensions


• User


• Unique identifiers set by 
vendor and/or buyer.


• Advertising exchange’s 
cookie ID.


• A demand-side 
platform’s user identifier


• Year of Birth


• Gender


• Interests


• Metadata reporting on 
consent provided


• Geography


• Longitude and latitude


• Postal/ZIP code

Data sent to bidders each time this happens

@mikarv



• Bid requests go to hundreds or thousands of 
companies; little oversight.


• Vectaury in France — small company ,with only 
3.5m€ annual turnover — retained 68m bid 
request records (and fined by the French data 
regulator, CNIL) in 2018.


• Their website even claimed that they discarded 
70% of all data, and only kept any of it for 12 
months meaning that this small company was 
possibly sent 1/4 billion bid requests in just a 
single year.

… and retained

@mikarv



Data at scale for real-time bidding (RTB)

@mikarv
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Cookie banners and the law



• GDPR — this data is identified or identifiable. By definition, 
used to remember you and only you.


• e-Privacy — implements confidentiality of communications 
for electronic world.


• e-Privacy Directive (soon to be a Regulation, perhaps)


• UK: PECR (The Privacy and Electronic Communications (EC Directive) 
Regulations 2003)

Data protection law
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6. (1) [..] a person shall not store or gain access to information stored, in the 
terminal equipment of a subscriber or user unless the requirements of 
paragraph (2) are met.

(2) The requirements are that the subscriber or user of that terminal equipment


(a) is provided with clear and comprehensive information about the purposes of the 
storage of, or access to, that information; and


(b) has given his or her consent.*


[truncated: consent carries over; can be signalled electronically]

(4) Paragraph (1) shall not apply to the technical storage of, or access to, 
information—


(a) for the sole purpose of carrying out the transmission of a communication over an 
electronic communications network; or


(b) where such storage or access is strictly necessary for the provision of an information 
society service requested by the subscriber or user.

The Privacy and Electronic Communications (EC Directive) Regulations 2003, reg 6. * Note that in Regulation 2 it states that ““consent” by a user or subscriber corresponds to the data subject’s consent in the GDPR (as defined in section 3(10) of the Data Protection Act 2018)”.

e-Privacy Law (PECR regulation 6)

@mikarv



No cookie 
banner??



Article 4  
Definitions


11. ‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of 
the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement 
to the processing of personal data relating to him or her; 


Article 7  
Conditions for consent 


1. Where processing is based on consent, the controller shall be able to demonstrate that the data subject has 
consented to processing of his or her personal data. 


2. If the data subject's consent is given in the context of a written declaration which also concerns other matters, 
the request for consent shall be presented in a manner which is clearly distinguishable from the other 
matters, in an intelligible and easily accessible form, using clear and plain language. Any part of such a 
declaration which constitutes an infringement of this Regulation shall not be binding. 


3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent 
shall not affect the lawfulness of processing based on consent before its withdrawal. Prior to giving consent, the 
data subject shall be informed thereof. It shall be as easy to withdraw as to give consent. 

4. When assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, the 
performance of a contract, including the provision of a service, is conditional on consent to the processing 
of personal data that is not necessary for the performance of that contract. 

Sources of law for consent

GDPR (operative provisions)

@mikarv



Recital 32


Consent should be given by a clear affirmative act establishing a freely given, 
specific, informed and unambiguous indication of the data subject's 
agreement to the processing of personal data relating to him or her, such as by a 
written statement, including by electronic means, or an oral statement. This 
could include ticking a box when visiting an internet website, choosing 
technical settings for information society services or another statement or 
conduct which clearly indicates in this context the data subject's acceptance of 
the proposed processing of his or her personal data. Silence, pre-ticked boxes 
or inactivity should not therefore constitute consent. Consent should cover all 
processing activities carried out for the same purpose or purposes. When the 
processing has multiple purposes, consent should be given for all of them. If the 
data subject's consent is to be given following a request by electronic means, 
the request must be clear, concise and not unnecessarily disruptive to the 
use of the service for which it is provided. 

Sources of law for consent

GDPR (recitals)

@mikarv



Case C-673/17 Planet 49 ECLI:EU:C:2019:801.

@mikarv

• The company Planet49 had a pre-ticked checkbox on a 
promotional lottery website www.dein-macbook.de.


• The argument that preticked boxes were allowed under the 
Data Protection Directive was rejected by the CJEU; the 
clarifications in the GDPR means that this reading applies 
even more so.


• Consent is “not validly constituted if, in the form of cookies, 
the storage of information or access to information already 
stored in a website user’s terminal equipment is permitted 
by way of a pre-checked checkbox which the user must 
deselect to refuse his or her consent.” [para 65]

http://www.dein-macbook.de
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With hundreds of trackers… how?

Consent management platforms emerge



Legal entrepreneurship of an unsavoury kind
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A concentrated and growing practice

Source: Adzerk. @mikarv



Many vendors: but are they compliant with the law?

@mikarv

Quantcast

OneTrust CrownPeak

TrustArc

CookieBot

Cookieinformation



• Together with Aarhus University and MIT, 
we investigated whether these interfaces 
were providing valid consent under EU 
law.


• Built a bespoke web scraper and fed it the 
top 10K UK websites in 2019. We coded it 
to be able to analyse the top 5 CMPs to 
see how they were configured.

Empirical, computational legal analysis to find out 

Midas Nouwens and others, ‘Dark Patterns after the GDPR: Scraping Consent Pop-Ups and Demonstrating Their Influence’ in (ACM 2020) Proceedings of the ACM Conference on Human Factors in Computing Systems (CHI 2020). @mikarv

List of URLs to check

Software analyses pop-ups

Returns data on compliance



What were we looking for?

Midas Nouwens and others, ‘Dark Patterns after the GDPR: Scraping Consent Pop-Ups and Demonstrating Their Influence’ in (ACM 2020) Proceedings of the ACM Conference on Human Factors in Computing Systems (CHI 2020). @mikarv

Variable Values

Notification style
Banner

Barrier

Other

Bulk description "...."

Consent action

Visit page

Scroll page


Navigate page

Close pop-up

Refresh page


Click consent button

Accept all/Reject all

Purpose/vendor

Exists?

Label

Clicks 

Purpose/vendor 
items

Name

Description


Default status

Enabled



And what did we find?

Midas Nouwens and others, ‘Dark Patterns after the GDPR: Scraping Consent Pop-Ups and Demonstrating Their Influence’ in (ACM 2020) Proceedings of the ACM Conference on Human Factors in Computing Systems (CHI 2020). @mikarv

Turned case law into 
three legal tests


1.No optional boxes 
preticked 

2.Reject all as easy as 
Accept all 

3.Consent is explicit



Research attracts significant media interest
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• Complaints we made to the Information Commissioner’s 
Office led to a report (Update Report on Adtech) finding 
widespread illegality across the sector.


• However, no enforcement as of yet; and no change in the 
industry.


• ICO dropped the complaint having used no powers — we 
(with the Open Rights Group) are taking them to court to 
ensure they continue.

But does it lead to enforcement? 

@mikarv



Postscript: Google FLoC
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Who should be responsible?



• Data controllers are the responsible ones but unlike in PETs, we don’t think of 
data controllers as organisations who can see the cleartext of data.

Controllership
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• Door-to-door preachers take notes about 
individuals as an aide-memoire.


• The broader Jehovah’s Witnesses communities 
provides guides, forms, training for this.


• Court found that 


• a religious community is a controller, jointly with its 
members who engage in preaching, for the processing of 
personal data carried out by the latter in the context of 
door-to-door preaching organised, coordinated and 
encouraged by that community, without it being necessary 
that the community has access to those data, or to 
establish that that community has given its members written 
guidelines or instructions in relation to the data processing.

Case C‑25/17 Jehovan todistajat ECLI:EU:C:2018:551.
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• Business school in Germany had a Facebook page 
which laid cookies.


• The Court found that the school was a joint 
controller with Facebook because it both facilitated 
people to use this page (and take a cookie laid) and 
influenced some aggregate statistic creation.


• In a similar case, Fashion ID, a website owner was 
co-controller with Facebook because it embedded 
a Facebook Pixel. However, the website was not 
responsible at all for any illegality Facebook later 
caused; which drew criticism as the Court made 
artificial ‘stages’ of data processing.

Case C-210/16 Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein v 
Wirtschaftsakademie Schleswig-Holstein GmbH ECLI:EU:C:2018:388.

@mikarv
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Emerging challenges
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Digital Markets Act



• Defines core services


• Large, powerful providers of these 
are gatekeepers. Subject to specific 
provisions (in arts 5–6)

Structure of the DMA
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• Must allow users to uninstall pre-installed software unless it is technically 
necessary for the functioning of the OS/device AND cannot be offered on a 
standalone basis by third parties.


• Allow effective installation and use of third party software and app stores, and 
allow these to be accessed other than through the core service of the 
gatekeeper. BUT can take ‘proportionate measures’ to ensure integrity of 
hardware/OS.


• Must not technically restrict users from “switch[ing] between and subscrib[ing]” 
to different software applications and services accessed using the OS, including 
Internet access provider (device neutrality).

OS provisions
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• Less power for operating systems as gatekeeper?


• Less ability to penalise users for not running protocols?


• Big questions for system design, security, operating systems.


• Potential new avenues for conditionality of third party software without app 
stores as proxy privacy regulators.


• Expect platforms to double down on PETs to create privacy and security 
reasons to eliminate competition and not be able to follow rules to open 
up and limit their power. PETs researchers need to engage with this to 
create protocols which don’t have centralising tendencies.

Where does this leave us?

@mikarv



Already seeing big fights
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